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1. Overall Description:
RAN2 is currently working on the details of Conditional Handover (CHO), where the UE may be provided by the source eNB/gNB a handover configuration with triggering condition(s). The UE executes a handover to a candidate cell when the triggering condition is met. It has been agreed that the handover configuration can include a single or multiple candidate cells for CHO. RAN2 agreed for Release 16, intra-eNB CHO, intra-gNB-CU CHO, X2-based CHO and Xn-based CHO is supported and S1-based CHO or N2-based CHO is not supported.
Nokia Observation: “In NR, the handover command (RRCReconfiguration) contains a security configuration (MasterKeyUpdate) for a target cell. The security configuration includes Next Hop Chaining Count (NCC) and other related parameters, such as keySetChangeIndicator and nas-Container. We believe it is reasonable to assume that the CHO configuration will contain the same security configuration for a candidate target cell. Fig. 1 shows an example diagram for a CHO preparation. The source gNB computes KNG-RAN* and NCC and sends them to the candidate target gNB via HO REQUEST message, where KNG-RAN* and NCC will be used by the candidate target gNB after the CHO is executed. The CHO configuration command/message transmitted from the source gNB to the UE contains the security configuration (NCC and other parameters).

 [image: ]
Fig. 1
Proposal 1: RAN2 confirms that S1-based CHO is not supported for Release 16.

Proposal 2: The UE a CHO configuration command/message sent to the UE contains a security configuration for a candidate target cell. The security configuration includes NCC and other parameters (such as keySetChangeIndicator and nas-Container). 
Proposal 3: RAN2 assumes that the AS key (KeNB) for each of the candidate target cells is derived from the same currently active KeNB in case of horizontal derivation, or from the same NH parameter in case of vertical derivation.

Proposal 3: The security configuration is optional for an intra-gNB-CU candidate target cell. If the security configuration is not associated with a target candidate cell, the currently active KgNB will be used for the cell after executing CHO.“
These proposals seem straight forward and aligned with current key computation where the serving base station computes the key for the target based on the current KgNB.
In a legacy handover, whenever the AS key (KeNB/KgNB) is to be updated, the source eNB/gNB shall perform a vertical key derivation in case it has an unused {NH, NCC} pair, otherwise, it shall perform a horizontal derivation from the currently active KeNB/KgNB. The derived {KeNB*/ KNG-RAN*, NCC} will be sent to the target eNB/gNB. According to TS 33.401 the AS key shall always be refreshed during handover whereas according to TS 33.501 if there is change in the PDCP anchor point for the DRB(s) of the UE the AS key shall be refreshed else whether to update or retain the AS key is based on operator policy.
RAN2 assumes that, in CHO, if there are multiple candidate cells that require key updates, the above principle will be applied to each of the candidate cells (refer to the attachments).
RAN2 assumes there are no security issues for the AS key derivation for multiple candidate cells in CHO.  However, RAN2 would like to get feedback from SA3 whether there are any security issues. 
Nokia Observation: No security issues are foreseen for the AS key derivation for multiple candidate cells in CHO. 

2. Actions:
To SA3 group.
ACTION: 	RAN2 respectfully asks SA3 to provide any feedback about if  there are any security issues for CHO.

3. Date of Next TSG-RAN WG2 Meetings:
3GPP RAN2#107-Bis		14 – 18 October 2019	Chongqing, China
3GPP RAN2#108		18 – 22 November 2019	Reno, US
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